Wi-Fi Troubleshooting: How-To

This guide attempts to start from the simplest of fixes and then progresses gradually to more
complex processes. It will be expanded and updated frequently.

There are no 'by brand' quick-fix run lists here. When using Google, add “Solved” to the search
terms for better results. Github.com has its own search box for finding if they have a driver.

Older PCs: a faster USB multi-band Wi-Fi dongle may be an alternative to the internal adapter.

Internet needed - 3 Ways To Get An Internet Connection When Your Wi-Fi Isn't Working.

TLP influences many peripherals in ALL types of PCs, not just laptops. Troubleshooting.

FYI — MX Linux 25.1 KDE edition does NOT have TLP installed by default.

1.0 Is the Wi-Fi ready to connect?

This may save you from reading all the rest! Wi-Fi switch /7

There is a blue checkbox 'Enable Wi-Fi' in the SysTray, verify with a right-click on the Network.

Is 'Airplane mode' ( 4 or 1) set 'On'? This toggle is a Function-Key or a hardware switch
(above right). The switch, if present (mostly on older laptops) can get turned 'off' in handling.

A setting in the PCs BIOS that disables the Wi-Fi. Seen often in business grade (managed) PCs.

Are Wi-Fi scan results showing when you mouse over the icon in the SysTray? Recheck the
above.

There could be multiple issues stopping availability. The above result in hard blocks. Hard
blocks, if present must be cleared. A device that is hard blocked can not be reactivated by
software. No Wi-Fi operation is possible otherwise. More on blocks.

In terminal run rfkill 1list to ensure that there are no soft/hard 'blocks'. Try rfkill
unblock all There should be none.

2.0 Easy fixes

The easiest is to force a Full Upgrade by running Check for Updates and reboot.

Update the iwlwifi Wi-Fi firmware package (firmware-iwlwifi) in MX Package Installer MX
Test Repo. The update cadence of the firmware-iwlwifi package does NOT follow Debian nor
MX Linux dot releases. It has shown to be updated 2-3 times yearly.

Install a newer or Liquorix kernel especially if the kernel version is less than 6.12x.

NOTE: The most recent kernels often require a newer version of the firmware-iwlwifi package.
Not doing so has shown to be a point of breakage post-update. This will make the newer kernel
appear to not be a solution when, in fact it is once the firmware has been updated (reboot).

* All of the Liquorix kernels do NOT support Secure Boot.


https://www.youtube.com/watch?v=DCbWPnUImmk
https://mxrepo.com/mx/repo/pool/ahs/f/firmware-nonfree/
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/6/html/power_management_guide/rfkill
https://linrunner.de/tlp/support/troubleshooting.html

3.0 Intermediate fixes - gathering info

Is the Wi-Fi icon not present or the Available networks list empty? If so, revisit section 1.

Determining the location of your Wi-Fi device. A quote: “If you get to a fork in the road, take it!”
The next section is critical in choosing the next path in your information quest.

3.1 Use the MX Linux Quick System Info

From the Start menu, run 'Quick System Info' app’. @] Two typical results below.

Network:
Device-1l: Broadcom BCM4313 802.l1lbgn Wireless Network Adapter vendor: Dell
Inspiron M5010 / XPS 8300 driver: wl v: kernel modules: bcma pcie: gen: 1
speed: 2.5 GT/s lanes: 1 bus—-ID: 03:00.0 chip-ID: 14e4:4727 class-ID: 0280
IF: wlan0 state: dormant

Device-3: Realtek RTL8188FTV 802.11b/g/n 1T1R 2.4G WLAN Adapter driver:
rtl18xxxu type: USB rev: 2.0 speed: 480 Mb/s lanes: 1 mode: 2.0 bus-ID: 2-
1.4.2:6 chip-ID: Obda:f179 class—-ID: 0000 serial: <filter> IF: wlanl
state: down
In the above - pertinent highlights of what is seen in the QSI output Network:

e driver — this should show a name, like 'wl' and not n/a for a Device to be usable.

* IF - is the name for the Device interface as seen by Linux. The wlan part indicates
wireless.

* kernel modules only come into play for complex devices, like Broadcom.

* type — when present it is usually a part of an external USB device listing.
* chip-ID — needed for locating exact driver if the brand has many choices.

* state - could be up, down or dormant. The up indicates in use for Wi-Fi or connected for
Ethernet. The state dormant indicates a connection is possible but not currently engaged;
ie the Wi-Fi network is not connected or no Ethernet wire is in Ethernet jack (or router).

When the Device state: is down - If no connection is possible revisit section 2, 'Easy
potential fixes'. They are in order of likely being curative.

PCI IDs - If you do not get a full Device-1: make/model above: run in terminal
sudo update-pciids
Below the first example shows incomplete PCI IDs with the same chip-ID: 8086:272b in both.

Device-1: Intel driver: N/A pcie: speed: 8 GT/s lanes: 1 port: N/A bus-ID:
04:00.0 chip-ID: 8086:272b

After the PCI IDs data has been updated:

Device-1: Intel Wi-Fi 7 AX1775 /AX1790 /BE20 /BE401/BE1750 2x2 driver:
N/A modules: iwlwifi, wl port: 5000 bus—ID: 83:00.0 chip-ID: 8086:272b
class—-ID: 0280

Note: It has been seen that all (driver) modules are not fully reported when PCI IDs are stale.

1 The QSI has been edited slightly. Unnecessary device detail was removed, and the 3 devices were separated.



4.0 Advanced Options

This section involves heavy use of terminal commands and downloading firmware from 3" party
websites. There is a potential to cause irreversible breakage — you get to keep all the pieces.
Make a backup.

4.1 When 'driver: n/a' is reported

The most likely cause is missing firmware. The Wi-Fi firmware (driver) files are part of the
linux-firmware package which you should have installed or firmware-iwlwifi package from the
ahs repo. You can download the .deb file directly from the MX Linux repo here:

go to = https://mxrepo.com/mx/repo/pool/ahs/f/firmware-nonfree/

Download it* to your phone, then transfer the file to your PC. The exact filename will change
over time, but the 'firmware-iwlwifi_' part will be constant. Use the MX Tools app called Deb
Installer to right-click, install, and then reboot your PC.

4.2 Finding firmware at GitHub
Lists of firmware below each entry may become incomplete over time. Google your Chip IDs.

GitHub - Iwfinger - https://github.com/lwfinger

Github - morrownr - https://github.com/morrownr/USB-WiFi?tab=readme-ov-file

“The mission of this site is to provide educational information, reviews of USB Wi-Fi
adapters and links to specific adapters that are known to perform well with Linux (see The
Plug & Play List).”

4.3 Finding missing modules with grep

In terminal run: “command” | grep “module” without quotes and substitute command and
module with actual names (or a combination of many).

Command could be: dmesg, Ispci, journalctl, Ismod

Module could be: iwl, wl, iwlwifi or any of the RealTek drivers like - rtI8xxxu

Example: 1smod | grep -iE 'wifi|wl|ath|rt|brcm|intel|mt’

Adding a 3 or 4 after the E may give more info with some commands.
Sometimes the message is not good -
“.iwlwifi 0000:83:00.0: no suitable firmware found!”

Below is a normal looking message of firmware loading:

$ sudo dmesg ] grep rtl8xxxu

[ 13.010024] usb 1-1.4.2: rtl8xxxu: Loading firmware
rtlwifi/rt18188fufw.bin

[ 14.184050] usbcore: registered new interface driver rtl8xxxu

2 There will be 3 versions of the file there: MX 21, MX 23 and MX 25. Download the one for your version.


https://github.com/morrownr/USB-WiFi?tab=readme-ov-file
https://github.com/lwfinger
https://mxrepo.com/mx/repo/pool/ahs/f/firmware-nonfree/

4.4 Replace the Wi-Fi card

Replace with one known to work on Linux. Intel AX210 — a bonus will be getting Wi-Fi 6E
(802.11ax).

Warning — this may brick some HP & Lenovo laptops. There have been reports that normal
operation returns if the original Wi-Fi card is reinstalled in the PC.

5.0 Odds and ends

The terminal command iwconfig may give clues to Wi-Fi (and Bluetooth) misbehavior after
coming out of either suspend or hibernation. A Bluetooth driver being loaded before the Wi-Fi
driver has been seen to interfere with Wi-Fi/Bluetooth combination cards in laptops.

Dual Boot - ensure that BOTH Fast Startup and Quick Boot are both off/disabled.
Older PCs (>10 years) may need an older kernel (4.9.x or 5.1.x) to provide Wi-Fi firmware.

Wi-Fi but no internet? Verify /etc/resolve.conf has at least 1 DNS servers listed.

Secure Boot — only use Debian signed kernels and DKMS Modules (firmware) can be used.

Is the Wi-Fi device internal to your PC?

In the previous QSI listing, it's not clear if Device-1 and Device-2 are both internal.

In terminal run:

lspci -nnk | grep -i wireless -A3 A typical result is shown below.

03:00.0 Network controller [0280]: Broadcom Inc. and subsidiaries BCM4313
802.11bgn Wireless Network Adapter [14e4:4727] (rev 01)

Subsystem: Dell Inspiron M5010 / XPS 8300 [1028:0010]

Kernel driver in use: wl

Kernel modules: bcma, wl

Is your Wi-Fi device a USB 'dongle’ type?
In the earlier QSI listing Device-3 is a USB type. A typical result is shown below.

In terminal use 1susb.

Bus 001 Device 001l: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 001 Device 002: ID 8087:0020 Intel Corp. Integrated Rate Matching Hub
Bus 001 Device 003: ID 0c45:641d Microdia 1.3 MPixel Integrated Webcam
Bus 001 Device 004: ID 0bda:0138 Realtek Semiconductor Co. RTS5138 Card Reader
Bus 002 Device 001l: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 002 Device 002: ID 8087:0020 Intel Corp. Integrated Rate Matching Hub
Bus 002 Device 003: ID 045e:0040 Microsoft Corp. Wheel Mouse Optical

Bus 002 Device 004: ID 6557:1621 Emtec USB DISK 2.0

Bus 002 Device 005: ID 0409:005a NEC Corp. HighSpeed Hub

Bus 002 Device 006: ID Obda:£f179 Realtek Semiconductor Corp. RTL8188FTV
802.11b/g/n 1T1R 2.4G WLAN Adapter

Bus 002 Device 007: ID 2230:0016 Plugable Plugable Bluetooth 5.0 Adapter


https://www.amazon.com/Intel-802-11ax-Bluetooth-Adapter-Notebook/dp/B0B4T696W5/

Note the words WLAN Adapter aka Wi-Fi Adapter above. The 802.11 is another clue to Wi-Fi.

The ID of obda: £179 has two parts — the Obda identifies the adapter as a RealTek 'brand' device
and f179 defines the adapter's RealTek 'model'.

6.0 Sources used to make this How-To

USB Wi-Fi Adapter Information for Linux - Excellent by brand summary of issues w links.
https://github.com/morrownr/USB-WiFi/blob/main/home/
USB WiFi Adapter Information for Linux.md

How To Get Wi-Fi Working On Linux - Simple Troubleshooting Guide.
https://www.youtube.com/watch?v=nd38CVgSsMI

How to enable Wi-Fi drivers in Linux https://www.youtube.com/watch?v=X2rFkqvD0oY

Installing Broadcom Wireless Drivers
https://askubuntu.com/questions/55868/installing-broadcom-wireless-drivers

Troubleshooting a Linux Wi-Fi Issue (MediaTek MT7612U)
https://www.youtube.com/watch?v=lmJFD7xkKUk - nmcli — “plugin missing”

How To Fix Wi-Fi Issues Within Debian Linux
https://www.youtube.com/watch?v=mp4Jnw6cWGM Get missing firmware or updates from
Backports

Linux Wireless documentation - https://wireless.docs.kernel.org/en/latest/en/users.html

10 common Wi-Fi drive repos - https://github.com/morrownr?tab=repositories

How to Tether Any Smartphone to Linux for Mobile Internet -
https://www.makeuseof.com/tag/how-to-tether-your-smartphone-in-linux/

Broadcom b43 driver - https://github.com/jayluxferro/Mac-WiFi-Drivers-For-Linux

Realtek RT1.8821CE wifi chip not detected.

Wi-Fi suspend issues @ MX Linux Wiki

TLP Troubleshooting Guide - https://linrunner.de/tlp/support/troubleshooting.html
How to install UGREEN AX900 USB WiFi adapter [driver]

Please direct ALL support requests to the MX Linux Forum - https://forum.mxlinux.org
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https://askubuntu.com/questions/1532785/how-to-install-ugreen-ax900-usb-wifi-adapter
https://forum.mxlinux.org/
https://linrunner.de/tlp/support/troubleshooting.html
https://mxlinux.org/wiki/networking/wifi-suspend-issues/
https://mxlinux.org/wiki/hardware/realtek-rtl8821ce-wifi-chip-not-detected/
https://github.com/jayluxferro/Mac-WiFi-Drivers-For-Linux
https://www.makeuseof.com/tag/how-to-tether-your-smartphone-in-linux/
https://github.com/morrownr?tab=repositories
https://wireless.docs.kernel.org/en/latest/en/users.html
https://www.youtube.com/watch?v=mp4Jnw6cWGM
https://www.youtube.com/watch?v=lmJFD7xkKUk
https://askubuntu.com/questions/55868/installing-broadcom-wireless-drivers
https://www.youtube.com/watch?v=X2rFkqyD0oY
https://www.youtube.com/watch?v=nd38CVgSsMI
https://github.com/morrownr/USB-WiFi/blob/main/home/USB_WiFi_Adapter_Information_for_Linux.md
https://github.com/morrownr/USB-WiFi/blob/main/home/USB_WiFi_Adapter_Information_for_Linux.md

	Wi-Fi Troubleshooting: How-To
	1.0 Is the Wi-Fi ready to connect?
	2.0 Easy fixes
	3.0 Intermediate fixes - gathering info
	3.1 Use the MX Linux Quick System Info

	4.0 Advanced Options
	4.1 When 'driver: n/a' is reported
	4.2 Finding firmware at GitHub
	4.3 Finding missing modules with grep
	4.4 Replace the Wi-Fi card

	5.0 Odds and ends
	Is the Wi-Fi device internal to your PC?
	Is your Wi-Fi device a USB 'dongle' type?

	6.0 Sources used to make this How-To


