MX Settings: Adblock — how does it work?

TL, DR: this tool sets known advertising websites to NOT resolve, so they are never loaded/displayed.

Adblock - long description

When run Adblock appears as antiX Advert Blocker. This app adds to your /etc/hosts file, so that many advertising
servers and websites will not be able to connect to this PC. You can choose one service or combine multiple services
for more protection. Blocking ads protects your privacy, saves you bandwidth, greatly improves web-browsing speed.

To turn ON ad blocking

antiX Advert Blocker e |
Choose what to block

E

Pick To be blocked

Block_Ad_and_Malware_websites

Block Pornographic_websites

Block_Gambling_websites

Block_Fakenews_websites
Block Social Media_websites
UMBLOCK_everything

Cancel o] 4

Check one or many of the services and then click OK. A confirmation box appears, see below.
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Success - your settings have been changed.

Your hosts file has been updated.
Restart your browser to see the changes.

Click OK, and, as it instructs: restart your browser to see the changes.



To turn OFF ad blocking

Towards the bottom of the ‘Choose your preferred ad blocking service(s)’ list is an ‘UNBLOCK’ checkbox. This is
used to clear the blocked hosts of all previous ad entries. To unblock check it and click OK.

A confirmation dialog appears — click OK.
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Restoring original fetc/hosts.

What'’s in these blocking service lists?

At the link below, you can view the contents of each of the lists, the list maintainers description, and the explanation of
what a given list contains.

What’s in these blocking service lists? See https://github.com/StevenBlack/hosts
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